
INFORMATION SECURITY GUIDANCE FOR SCHOOLS
INTRODUCTION

The Data Protection Act 1998 places obligations on Data Controllers (Schools) to operate good practice for the fair and secure handling of personal data, which is defined as any combination of data items that identifies an individual and provides specific information about them, their families or circumstances. In a school context this will include names, contact details, gender, dates of birth, behaviour, academic achievements as well as other sensitive information e.g. religious beliefs, physical and mental conditions and racial or ethnic origins. 

The obligations are set out in the 8 Data Protection Principles, available at www.ico.gov.uk 

The 7th Principle states:

'Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.'

Recent high-level security breaches concerning the loss of personal and sensitive information have highlighted the need for information security guidance.   Schools should review their security policy to ensure that it covers how personal information is stored, transmitted and protected. 

Schools need to take appropriate care of the personal data, taking account of the availability and disclosure of data held in both manual and electronic form. (Appendix 1)
The security measures should be appropriate to the level of potential harm that could be caused if the personal data were disclosed, lost or damaged without the proper authorisation.

As the Principal (the Data Controller) you will need to consider the following:

· Physical security:  what physical security measures are in place to safeguard information.  Look at access controls to:

·     
School;
·  
Offices/Classrooms;

·  
Filing cabinets;

·  
Manual folders;

·  
Printed material;
·  
Computer systems;

·  
Floppy disks.
· Security measures for computer systems:

·  
Passwords;

·  
List of authorised users and what they can and can’t access;

·  
Taking information off-site.
· Training and supervision of staff and contractors.

·  
Cover not only awareness of Act and its obligations but also releasing information by phone, in person, in writing.

·  
Should include all staff, not just teachers and office personnel.

· Disposal of personal data, e.g. old PCs, printed material, disks, manual files/records.

Business Continuity
You will need to consider the risks carefully and develop contingency plans (business continuity plans) to ensure that in the event of a threat becoming a reality the operation of the school can be recovered swiftly.  How will you recover lost personal data?

Threats

Threats can come from many sources ranging from natural disasters to deliberate or accidental incidents.

· Natural sources such as floods and storms;

· Problems such as fire, system and electrical faults;

· Accidents of all kinds;

· Criminal behaviour including break-ins, theft and computer hacking;

· Misuse of systems, e.g. private business in the workplace, carelessness, ignorance of systems and procedures and use of equipment, record handling.

Disclosure of Personal Data

You should identify and examine the routine disclosures of information both internally within the school (all staff); and externally to other people or organisations (e.g. C2K, ELBs, DE, Social Services).  

You should also identify any transfers or disclosure of information outside of the EEA (European Economic Area), examining the necessity of such transfers/disclosures and eliminating any that are not required for the operation of the school.

If your school maintains a web site and publishes personal data then this is regarded as a ‘Worldwide’ transfer (see Notification purpose:   Advertising, Marketing…..).

Compliance

In order to demonstrate compliance with the 7th Principle it is recommended that the school draw up written evidence of issues identified above.  It may be that further action is required but in the first instance an initial audit should be done to identify controls, training needs and action required. 
APPENDIX 1
QUICK GUIDE TO PROTECTING PERSONAL DATA

· Treat personal data with care and remember that you have a duty of confidentiality towards the Data Subject. 

· All paper copies of personal information should be kept in a locked filing cabinet or cupboard which should only be accessed by authorised personnel on a need to know basis. 

· Where personal information is requested under the Data Protection Act 1998, check the identity of the requestor before releasing such information. 

· Only disclose personal information to those authorised in your Data Protection notification to the Information Commissioner. 

· Ensure that personal data is not left on your desk in view of others, lock it away when not in use. 

· Logoff/Lock PC.s/Laptops while you are away from them for lengthy periods. 

· Ensure that your PC/Laptop is .password protected. 

· Do not share your Logon with any other person. 

· Don’t tell anyone else your password.

· Ensure no one else, especially pupils or members of the public, can read information from your computer screen. No one should be able to view data without authorisation. 

· Do not store personal data on removable media (e.g. USB stick, CD ROM) unless authorised by the Principal. 

· Do not remove personal data (removable media/laptop/file) from school premises unless authorised by the Principal. 

· Don’t use unauthorised software on your PC/Laptop. 

· Ensure there is no unauthorised access to the Server Room, which should be locked. 

· Back-up media should be kept in a secure storage area. 

· If in doubt, seek further advice.   

APPENDIX 2

SECURITY CHECKLIST FOR PERSONAL DATA

This checklist is only a guide to assist the school in identifying its security measures and requirements in respect of personal data.  There will be a need to raise awareness of security for both data and computer equipment, which may hold/access personal data.  
       

	Physical Security
	Yes
	No

	Do you have access controls to the school?

(What are they?  Access controls should be documented/recorded)
	
	

	Do you have access controls to the office/rooms?

(What are they?  Access controls should be documented/recorded)
	
	

	Do you lock filing cabinets which store manual files?

(Who has access to these cabinets/storage areas? Document)
	
	

	Does anyone outside your school have access to these cabinets or files?

(Who are they?)
	
	

	Is there a security alarm system for the building?
	
	

	Do you have a list of keyholders?  
(Record list of authorised holders)
	
	


	Computer Systems
	Yes
	No

	Is personal data stored on computer systems?
	
	

	Are computers/terminals sited in lockable rooms when unattended?
	
	

	Are the computers/terminals switched off or logged off when not in use or when left unattended?
	
	

	Is access to computer equipment limited to authorised personnel?  
(Who are they?)
	
	

	Is there password protection to the equipment and applications?
	
	

	Is there password protection to data?
	
	

	Do all authorised users have separate LOGONS?
	
	

	Computer Systems (Cont’d)
	Yes
	No

	Are Logons disabled when people leave or when a breach is suspected?
	
	

	Are the passwords kept confidential?
	
	

	Are there adequate software controls to the personal data other than passwords (i.e. restriction of access for input, amend, delete and enquiry)
	
	

	Are the access rights/user privileges to personal data or equipment holding personal data, taken away after staff have left the school’s employment?
	
	

	Are backups of data carried out frequently?
	
	

	Are disks, magnetic tapes removed and locked away when not in use?
	
	

	Do you regularly review access levels?
	
	

	Is there a person responsible for data, software control and hardware security?
	
	

	Is the software held on the computer proper and legal and not a copy taken from another computer?                                      
	
	

	Do you or your staff take the computers (which hold personal data) off-site?
	
	


	Operational Security
	Yes
	No

	Have you completed the Data Protection Notification Process for the school?

(Ensure a record of the notification is maintained and renewed annually)
	
	

	Are staff aware of the Notification details?  

(What data is used for, disclosed to, etc)
	
	

	Have staff been informed of the obligations of the Data Protection Act?
	
	

	Are staff regularly reminded that they must not release personal data to anyone not covered by the Notification?
	
	

	Is personal data taken off-site by anyone in the school? 
Do you have a list of authorised personnel.
	
	

	Are there adequate security measures in place to protect personal data that is taken off-site?
	
	


	Operational Security (Cont’d)
	Yes
	No

	Do you regularly train staff on security procedures?
	
	

	Are instruction booklets, papers, files or manuals describing or holding personal data locked away when not in use?
	
	

	Is the access to the instruction booklets, papers, files or manuals limited to authorised personnel only?  (i.e. not borrowed or easily copied)
	
	

	Are old copies of instruction booklets, papers, files or manuals securely destroyed or shredded?
	
	

	Are computer printouts of personal data secured (i.e. not accessible to unauthorised personnel)?
	
	

	Are old printouts securely destroyed or shredded?
	
	

	Is there a list of authorised users for computers and data, and their access rights?
	
	


	Records Management
	Yes
	No

	Do you have a “Records Management Policy”?
	
	

	Do you know what records you have?  If not, you should consider carrying out an “Information Audit” and compiling a “File Register”
	
	

	Do you regularly review your records and arrange for “disposal” in line with the “Schools’ Disposal of Records Schedule”?
	
	


Action Required:

If a ‘YES’ answer is ticked, then documentary evidence should be maintained and regularly reviewed to show compliance.

If a ‘NO’ answer is ticked, then further action may be required.

Documentary evidence should be maintained by the school in relation to the above issues.


