
SOUTHERN EDUCATION AND LIBRARY BOARD (SELB)
CODE OF PRACTICE FOR SHARING PERSONAL DATA

About this document 

This document was created and reviewed by representatives of Education bodies in Northern Ireland during the preparation for the creation of the Education and Skills Authority. Until this organisation has been created, the SELB has adapted this code and is making it available to Schools in the SELB area. 

SOUTHERN EDUCATION AND LIBRARY BOARD (SELB)
CODE OF PRACTICE FOR SHARING PERSONAL DATA

1. 
PURPOSE OF THIS FRAMEWORK
The purpose of this Code of Practice is to provide managers with a checklist of the legal and practical issues when considering the establishment of a data sharing agreement with external agencies involving personal level data.

‘Good practice’, as defined by the Information Commissioner is to ‘have appropriate regard for the interests of the individual to whom the information belongs, and the needs of the organisation that processes personal information about them’. Using the Code will help managers address the main data protection compliance issues that are likely to arise when sharing information. This in turn should help staff make well-informed decisions about sharing personal information. The Information Commissioner’s Office has approved this Code of Practice and believes it will assist staff to effectively implement good practice when sharing information.

2. 
WHEN THIS FRAMEWORK SHOULD BE USED

The Code of Practice should be used when considering establishing information sharing on a routine or systematic basis, either with outside agencies or between departments within a single board. The Code of Practice should be used even where there is a statutory requirement to share information. It is not for use when more ad-hoc or infrequent information sharing situations arise.  For example, a teacher using his or her professional judgement to decide to share information with a social worker because there is concern about a particular child’s welfare. The Code is not intended for use in such cases, although it may still be of use if read alongside the relevant professional guidance.

3. CODE OF PRACTICE CHECKLIST

The following checklist should be completed in full for each proposed case of information sharing. All questions must be considered carefully and answered honestly. The Code of Practice checklist and any supporting information must be retained together.
	3.1.1 Provide a detailed description of the information you wish to share 

…………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………...........................................………




3.1 
WHAT DO YOU WANT TO SHARE AND WITH WHOM?
	3.1.2 What organisations/departments do you need to share it with?

…………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………............................................………




3.2 
WHAT ARE THE BENEFITS/PRIVACY ISSUES?
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3.3
INFORMATION QUALITY
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3.4 
INFORMATION SECURITY AND CONTROLS
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3.5
SUBJECT ACCESS

Under Section 7 of the Data Protection Act 1998 Data Subjects have a right to access information about them. In normal circumstances this information must be supplied within 40 working days.
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3.6 DECIDING TO SHARE 
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3.7
DATA TRANSMISSION

Where data sharing is justified, provision must be made for the management and control of the transfer process itself. All parties involved must agree, complete and sign a data Interchange Agreement (appendix 6) which must clarify factors such as roles and responsibilities, security arrangements, clarification of data use and communication medium.  Any physical transfer of data between organisations must be recorded using the Data Transfer Record form (appendix 7).  General guidance and good practice on transmitting personal data through a variety of mediums is provided in appendix 8,  however it is important to note that this may become less relevant over time due to advancements in technology.  SELB’s Data Protection Officer can provide help and assistance with data sharing queries and advise on the means of transmission in each case.
3.8 
REVIEWING THE PROCESS
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3.9 SUMMARY CHECKLIST (where embarking on data sharing)

3.9.1
Has the Checklist been completed with affirmative answers obtained to all questions (except 3.2.4/5/7/8)?

3.9.2
Has the General Agreement to Share been completed and signed by all parties? (appendix 5)

3.9.3
Has the Data Interchange Agreement been completed and signed by all parties (appendix 6)?

3.9.4
Are the master copies of the Checklist and supporting information, General Agreement to Share and Data Interchange Agreement held on file with the host organisation, with copies supplied to all receiver organisations?  Location of information requires further discussion and clarification.
APPENDIX 1 
PRIVACY IMPACT ASSESSMENT

Assessing the benefits and effects of the information sharing on the information subject

Careful consideration should be given to the intended benefits of any proposed information sharing and to the possible effects any such sharing may have on the data subject. Benefits may be realised for the individual concerned or even society as a whole. In order for routine sharing of personal information to be justified, the benefits, supported by meaningful safeguards must clearly outweigh the risks of negative effects. Where sharing is justified all reasonable steps should be taken to keep any negative effects to a minimum. It is important to be mindful of the adverse reactions the Board will encounter if it shares information in ways which forfeit public trust and confidence.

It is important to consider any risk of detriment to the person whose information is being shared. If the sharing takes places what is the likelihood of the data subject experiencing:

· material loss or damage?

· erosion of personal privacy?

· distress or embarrassment?

In some cases some detriment may be warranted, for example where information sharing leads to a fraudulently claimed payment being stopped. 

APPENDIX 2
CONSENT

Consent is a clear understanding and acceptance by a data subject of the sharing of their personal data with identified organisations for specified purposes.

Three types of consent exist:

Implied Consent

This is where an automatic understanding exists in relation to data processing and sharing. For example, employees are aware that during their employment personal data is collected and shared with the Payroll Department and Inland Revenue in order for them to receive payment of their salary. If this did not happen they would not get paid. 

Informed Consent

This is when Data Subjects are informed or reminded of how their personal information is used and shared. Such notification can be included on forms or brochures sent to Data Subjects, added to websites or displayed on posters in customer facing areas.  These are called fair processing notices and should be used whenever possible.

Explicit Consent

This is where an organisation asks a data subject for their explicit consent to process or share their personal data for a specific purpose. Explicit consent is sought when the proposed use of the personal data may not be obvious to the Data Subject or where the use is not directly involved in the delivery of services i.e. research. In such cases Data Subjects must be given a full explanation of the reasons and proposed use of their information and are normally asked to provide signed confirmation of their consent. In the case of sensitive personal information, explicit consent must be obtained before sharing can begin. This is because unnecessary or inappropriate sharing of such information is more likely to cause damage, distress or embarrassment to individuals.

APPENDIX 3
SENSITIVE PERSONAL INFORMATION

Sensitive personal information is information which, if inadvertently disclosed may have a considerable impact on an individual’s privacy causing significant distress and embarrassment.

The information categories shown below are examples of sensitive personal information:

· Racial or ethnic origin

· Political opinions
· Religious beliefs or other beliefs of a similar nature

· Trade union membership

· Bank account details

· National Insurance Number

· Physical or mental health or condition

· Sexual life

· The commission or alleged commission of any offence 

· Any proceedings for any offence committed or alleged to have been committed, the disposal of such proceedings or the sentence of any court in such proceedings. 

The threshold for sharing sensitive personal data is higher than that for other sorts of information. Some information, for example that relates to a person’s health is considered particularly sensitive and most people would probably expect their consent to be obtained prior to it being shared. The sensitivity or confidentiality of personal information should be reflected in any approach to sharing it.
APPENDIX 4  
INFORMATION QUALITY

It is important to check the quality of information before it is shared.  This is mainly to prevent inaccurate or unnecessary information being passed on without being corrected, cancelling out any positive benefits. There should be mechanisms in place to help resolve problems where there is a disagreement over an information quality issue.

Organisations may record information in different ways e.g. a person’s date of birth or their name can be recorded in various formats which can lead to mismatching or records becoming corrupted. Organisations involved in sharing must have a common way of recording key information, or a reliable means of converting the information.

Provision must be made for ensuring that corrections/changes to the information are transmitted and implemented to/by all the organisations involved in the sharing process. Information quality should be reviewed on a regular basis.

APPENDIX 5
PERSONAL DATA - GENERAL AGREEMENT TO SHARE

We, the undersigned, have agreed to share the following classes of information:
Signed: 
…………………...................………..........................………….……………
Position: 
………………………....................……........................……..………………

On behalf of: 
………………….........................………...........................………………….

Date: 
……………………........................................………………………………..

Signed: 
…………………...................………..........................………….……………
Position: 
………………………....................……........................……..………………

On behalf of: 
………………….........................………...........................………………….

Date: 
……………………........................................………………………………..

Signed: 
…………………...................………..........................………….……………
Position: 
………………………....................……........................……..………………

On behalf of: 
………………….........................………...........................………………….

Date: 
……………………........................................………………………………..

Signed: 
…………………...................………..........................………….……………
Position: 
………………………....................……........................……..………………

On behalf of: 
………………….........................………...........................………………….

Date: 
……………………........................................………………………………..

APPENDIX 6
EDUCATION AND SKILLS AUTHORITY
<NAME OF ORGANISATION(1)> DATA SHARING AGREEMENT

Transfer of Personal Information Authorisation

This document is to authorise and notarise the transfer of information between:
Name of Organisation: 
________________________________________ 

and 
Name of Receiving Organisation (2)
________________________________________

Details of Transfer

This data transfer involves the provision of personal information for those identified staff/ Pupils (delete as appropriate) currently employed by <name of organisation(s)>.  The detail of this information has been set out in <e.g. an email sent by XXX on 30 June 2009>.  This form is part of the mechanism for ensuring that sensitive information is properly handled, managed and disposed of.  

These forms will be retained and, with reasonable notice, will be presented to authorised staff.

I agree to the transfer to <Name of Organisation (2)> of the information as specified in the Data Sharing Procedure

Name of Signatory:
________________________________________

Position: 

_______________________________________

Signature of Officer:          
________________________________________

Date:

_______________________________________

Transfer Medium

The data is being transferred by CD/DVD/Tape/USB Stick
(Delete as appropriate)

Has the data been encrypted
YES/NO
Has the data been password protected 
YES/NO
While in possession of this data, <Name of Organisation(2)>  undertakes that access to the data will be on the basis of need and that access will be controlled via username and password controls

In addition, the data medium will be secured within a locked environment <give details>.
Once <Name of Organisation(2)> has finished with the data, the data medium will either be destroyed or returned to the organisation of origin.  

CONFIRMATION OF RECEIPT

For information: when the data is delivered to <Organisation(2)> the following form will be signed by both parties

On behalf of 
____________________________________________________________ 

(Organisation Name (1))

I 
____________________________________________________________

(Print Name) confirm the delivery of a Data Medium as detailed above to a representative of <Organisation (2)>.  Once finished with this medium, <Organisation(2)> should Destroy/Return the data medium (see below)

(Signature)
____________________________________________________________ 

I 
____________________________________________________________

(Print Name) as a representative of <Organisation(2)>, confirm receipt of a Data Medium as detailed above.

(Signature)
___________________________________________________________ 

---------------------------------------------------------------------------------------------------------------------

For information: when the data is destroyed/returned to the organisation this form will be completed by both parties

Confirmation of Destruction/Return of Data Medium
Print Name:

___________________________________________
Signature:

 __________________________________________
Organisation Name (2):   

___________________________________________

Print Name:

___________________________________________
Signature:

 __________________________________________
Organisation Name (1):

___________________________________________
APPENDIX 7
DATA TRAMSMISSION AND SECURITY (good practice)
Extraction

Information to be shared will be extracted from internal systems by a member of staff from the host organisation. SELB should take every precaution to ensure that information identifying individual service users is transferred and shared in a secure manner.

Transfer of information by fax

Wherever possible personal information should not be transferred by fax. If it is unavoidable, the following precautions should be taken: Where possible, minimise the amount of information included in the fax. The “two fax” approach can be useful where personal details without identification details are sent through on one fax, with the identifier sent on a separate fax. If the first fax goes astray for any reason the second would not be sent. Send information to a “Safe Haven” fax where possible. A safe haven fax is one that is managed in such a way that its security is enhanced and has the following characteristics:

· The fax is sited in a secure room or cupboard

· The recipient organisation has a written policy for handling faxes which staff have been informed about and understand

· Identified staff are responsible for waiting by the machine until the fax is sent and for collecting and delivering the faxed information to the appropriate person

Telephone the recipient to ensure that they are aware a confidential fax is about to be sent and to confirm that an identified individual will collect and deliver it and that safe receipt will be confirmed. Ensure that the fax is sent with a cover sheet stating that it is strictly confidential. The cover sheet should also state that the fax is for the intended recipient only and in the event of error the sender should be notified immediately.

Transfer of information verbally

A considerable amount of information sharing takes place verbally, often on an informal basis. Difficulties can arise because of this informality particularly in modern open plan locations. Care should be taken to ensure that confidentiality is maintained in such discussions. If information is to be shared by phone, then steps need to be taken to ensure the recipient is properly identified. This can be done by taking the relevant phone number, double-checking that it is the correct number for the relevant individual / organisation and then calling the recipient back. Where information is transferred by phone, or face to face, care should be taken to ensure that personal details are not overheard by other staff who do not have a “need to know”. Such discussions should take place in private locations and not in public areas, common staff areas, lifts etc. If this is not possible then, with the exception of emergencies, transfers of information should be carried out by alternative, more secure means.

Transfer of information by post

Written communications containing personal information should be transferred recorded delivery in a sealed envelope and addressed by name to the designated person within each organisation. They should be clearly marked "Personal and Confidential – to be opened by the recipient only". The designated person should be informed that the information has been sent and should make arrangements within their own organisation to ensure that the envelope is delivered to them unopened and that it is received within the expected timescale. If an organisation has a policy that all mail is to be opened at a central point this policy must be made clear to all partners. An alternative means of transfer should be arranged where it is essential that the information is restricted to those who have a need to know. 

Transfer of information by email

Transfer of personal information by email should be avoided unless the information is encrypted i.e. transmitted in a coded format. If email is used (suitably encrypted) then an audit trail should be in place to track usage of the system. This should include details about the person using the system, the physical device from which they have accessed the system and the functions they have carried out on the system. Where audit trails are used, systems for monitoring and review need to be in place.

Other Methods of Electronic Transfer

There are continual technological developments which support the electronic transfer of personal data. In any transfer both parties must satisfy themselves that the method of transfer is secure with adequate checks and levels of security built in to prevent unauthorised access or loss of data. Similar to previous requirements above, designated personnel should be identified and procedures established and agreed. Where appropriate, encryption and password protection should be considered.[image: image1.png]



3.2.1Provide a statement summarising the reason for sharing the information


	(we must be able to demonstrate that the level of personal information we share is required for the effective delivery of services and that it is not excessive)


……………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………............................................….................................................................………








3.2.2	List the individual benefits below i.e. benefit to information subject/ organisation/both


1)	............................…………………........................................................................…..


2)	……………………………...........................................................................................


3)	……………………………...........................................................................................


4)	...................................................................................................................................


5)	……………………………...........................................................................................














3.2.3	Have you conducted a privacy impact assessment (appendix 1) and appraised the likely effect of the sharing on the people the information is about (Data Subjects), and their likely reaction to it?	


	�  Yes                                     	�  No





3.2.4 Has any negative impact been identified?





	�  Yes                                     	�  No


 If yes provide details


………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………  





What can be done to eliminate or mitigate this impact?


…………………………………………………………………………………………………


………………………………………………………...............................................................


..........................................................................................................................................





3.2.3 Have you conducted a privacy impact assessment (appendix 1) and appraised the likely effect of the sharing on the people the information is about (Data Subjects), and their likely reaction to it?	YES/NO





3.2.5	Are any alternatives to sharing personal information available, for example statistical or aggregated information? 





	�  Yes                                     	�  No





3.2.6	Has the issue of consent been considered and provision made for the proper level/s of consent to be obtained? See appendix 2 





	�  Yes                                     	�  No








3.2.7	Where the proposed sharing relates to staff, have steps been taken to ensure compliance with TUPE Regulations 2006 (specifically regulation 11) or other subsequent relevant legislation?





	�  Yes                                     	�  No	                �    N/A








YES/ NO/ N/A





3.2.8	Is the information to be shared sensitive/confidential?  See appendix 3 





	�  Yes                                     	�  No	                





If yes, what special provision has been made for seeking consent where the sharing is not mandatory?


………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………





3.2.9	Outline any relevant legal provision that requires or permits you to share this information, or prevents you from doing so


……………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………...............................................................................


............................................................................................................................................





3.2.10 What level of consent is being sought and what is the justification for this? …………………………………………….………………………………………………………………………………………………………………………………………………………………………………………………………………………………………...........................................….





3.3.1	Is the information of sufficient quality to realise sharing benefits? 





	�  Yes                                     	�  No	                








3.3.2	Is it in a format that can be received and used effectively by the recipient organisation? 





	�  Yes                                     	�  No	                





3.3.3	Has a process been established to routinely check at source for accuracy and currency? 





	�  Yes                                     	�  No	                








3.3.4	Has a process, involving all parties, been established to correct inaccuracies or make necessary changes to personal data? See appendix 4





	�  Yes                                     	�  No	                








3.4.1	Do all organisations have policies and procedures in place regarding security of manual and electronic data? 





	�  Yes                                     	�  No	                








3.4.2 Do all organisations have robust technical standards with regard to technical security? 





	�  Yes                                     	�  No	                





3.4.3	Do all organisations have robust policies and procedures around the management of records, specifically guidance on the retention periods and disposal methods for the information which they will be receiving? 





	�  Yes                                     	�  No	                





3.4.4 Do all organisations have a procedure and opportunity for auditing the proper management and retention of information? 





	�  Yes                                     	�  No	                








3.4.5	Are there robust procedures with regard to staff vetting? 





	�  Yes                                     	�  No	                














3.4.6 Are there robust procedures as to levels of staff access to personal information? 





	�  Yes                                     	�  No	                











3.5.1	Are all organisations aware of Data Subjects’ access rights and their obligations for providing access? 





	�  Yes                                     	�  No	                











3.6.1	Are you satisfied that all criteria have been met (all above questions apart from 3.2.4/5/7/8 must be affirmative)? 





	�  Yes                                     	�  No	                





Has the sharing been approved by SMT?





	�  Yes                                     	�  No	                








3.6.2	Do you intend to proceed with data sharing on this occasion? 





	�  Yes                                     	�  No	                








3.6.3	If Yes, all parties involved must complete and sign the General Agreement to Share (appendix 5) which must be retained with this checklist.  This must be signed on behalf of SELB by a member of the SMT.





3.8.1	Has adequate provision been made to monitor the effectiveness of the sharing process? 





	�  Yes                                     	�  No	                








3.8.2	If Yes, what form will this take?


……………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………......................................................…………











Version 2 - Code of Practice for Sharing Personal Data 20 May 2010                                                            3

[image: image29.emf] 

 

[image: image30.emf] 

 

[image: image31.emf] 

 

[image: image32.emf] 

 

[image: image33.emf] 

 

[image: image34.emf] 

 

[image: image35.emf] 

 

[image: image36.emf] 

 

[image: image37.emf] 

 

[image: image38.emf] 

 

[image: image39.emf] 

 

[image: image40.emf] 

 

[image: image41.emf] 

 

[image: image42.emf] 

 

[image: image43.emf] 

 

[image: image44.emf] 

 

